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Abstract 

This 90-minute tutorial is designed to help security specialists such as CISSPs wishing to remain
current on developments in information technology security and for any I.T. personnel interested in
security.  The tutorial is an outgrowth of the ongoing Information Security Year in Review project at
ICSA. Summaries of the full project for 19996, 1997, 1998 and 1999 are available at the ICSA Web
site <http://www.icsa.net>.  The complete reports cover emerging vulnerabilities, developments in
computer law, and news from electronic commerce security and cryptography.

Because the overview is updated up to the time of delivery, the Proceedings does not include the slides. 
However, participants can download the complete workbook from the Conference Website and from
the ICSA Website.

The Computer Crime Review  covers incidents from the last 12 months classified according to the
following schema:

Breaches of Confidentiality
Wiretapping & Interception
Data Diddling, Data Corruption
Viruses, Hoaxes, Trojans
Fraud, Extortion, Slamming
Industrial Espionage, InfoWar
Penetration, phreaking, legal action

Theft of equipment
Counterfeits, Forgery, Piracy
Sabotage (excluding Web sites)
Criminal Hacker Scene
Pornography, Net-Harm, E-gambling
Theft of Identity
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